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Decision/action requested

Baseline document for SBA security.
2
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Rationale

It is used to collect all agreed potential proposals related to SBA security work. SA3 could make final decision on the content about SBA security and input to TS 33.501[1] based on this living document.
4
Living Document
4.1 Endorsed working assumption for SBA

Following security goals for further work on SBA is endorsed:
Goal #1
The following aspects need to be standardized for 5G SBA in Rel-15:

1. message origin authentication
“Who is the real sender?”

2. message integrity protection
“Was the message modified?”

3. cross-layer antispoofing enforcement
“Do identities (addresses etc.) used on different protocol layers all belong to the same sender?”

4. message content authorization
“Is the consumer legitimized to request or be subscribed to a specific service offered by the producer?”
Goal #2
Goal #1 is relevant for all procedures during registration, discovery, and communication between NF Service Consumer and Provider.

Goal #3
A 5G signalling edge proxy is required to protect traffic crossing a security domain boundary, and thus needs to be included in the architecture.

Goal #4
Authorization should consider the network edge, each NF, and the NRF.

Goal #5
5G CN signalling needs to support hop-by-hop security for message transport, and end-to-end security for sensitive parts of messages.

Goal #6
Define specific security requirements of the new signalling protocol stack[4], at least for JSON, and consider implementation recommendations.

4.2 Key Issues

4.2.1 Key Issue #x: <Title>
Editor’s Note: This subclause is used to collect all agreed candidate key issues.
4.2.1.1 Key issue detail

4.2.1.2 Security threats

4.2.1.3 Potential security requirements
4.3 Candidate solution for SBA security

Editor’s Note: The subclause is used to capture all potential solution agreed in SA3 meeting.

4.3.1 Solution #1: Authorization of NF service access
4.3.1.1 Introduction

This clause specifies authorization procedures for authorizing NF service consumer to access services provided by NF service producer. 

Granularity of authorization shall be per service based. In the case of authorization by NRF, prior to accessing a service defined in TS 23.502 [5], the NF service consumer shall request a token from NRF. The token records and proves that NF service consumer is permitted to access the service provided by the service producer. The NF service producer shall verify the token before executing the requested service. The authorization token can be reused to avoid requesting authorization for every service access.
Editor’s Note: It is assumed that NRF authenticates the NF service consumer before authorization. The authentication method is FFS.
4.3.1.2 Solution details
4.3.1.2.1 Service authorization procedure
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Figure 4.3.1.2.1-1: Service authorization procedure
1. NF service consumer to NRF: Service Authorization Request (NF type and NF instance ID of service consumer, NF type and NF instance ID of service producer, NF service name).
2. NRF to NF Service Consumer: Authorization Result (Token).

NRF checks whether the access can be permitted according to the maintained authorization information. If the service can be authorized, NRF sends the result along with a token that proves this authorization.  The token should include the NF type and NF instance ID of NF service consumer, the NF type and NF instance ID of NF service producer, the NF service name that can be accessed, and a credential such as MAC (Message Authentication Code) or digital signature. If the token can be reused within a period of time, the expiration date should also be included. 
3. NF service consumer to NF service producer: NF Service Request (NF type and NF instance ID of service consumer, NF service name, Token).
4. NF service producer to NRF: Token Verification Request (Token).

NF service producer can verify the token by itself. It may also send the token to NRF to verify if it does not have enough information, such as the key material. 

5. NRF to NF service producer: Token Verification Response. 

NRF informs NF service producer the verification result. Token Verification Request and Response could introduce much overhead, thus it is recommended to verify the token by NF service producer itself. 

6. NF service producer to NF service consumer: NF Service Response.

If token is verified successfully and the NF service Request is consistent with the information in the token, NF service producer executes the requested service and response to NF service consumer. 

Editor’s Note: Parameters of the messages and parameters in the token are FFS. 

Editor’s Note: How to compute and verify the credential included in the token is FFS. 

Editor’s Note: The authorization in roaming scenario is FFS.
4. 3.1.2.2 Service authorization following service discovery
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Figure 4.3.1.2.2-1: Service authorization together with service discovery
1. NF service consumer to NRF: Nnrf_NF Discovery Request (Expected NF Service Name, NF Type of the NF service producer, NF type of the NF service consumer). 
2. NRF to NF Service Consumer: Nnrf_NF Discovery Response (Token).

The NRF validates the Nnrf_NF Discovery Request message, if valid and the requested service can be authorized, the NRF issues a token which is a credential representing the NRF’s authorization, and send the token to the NF service consumer via Nnrf_NF Discovery Response message. In this scenario, Step 4 and Step 5 will be skipped. Optionally, the NRF can issue a token which just include the information of the NF service producer. The NRF stores the authorization information of the NF service consumer and the correspondence between the token and the authorization information.

3. NF service consumer to NF service producer: NF Service Request (NF type and NF instance ID of service consumer, NF service name, Token).

4. NF service producer to NRF: Token Verification Request (Token).

If the token include the authorization information, the NF service producer validates the token, and Step 5 will be skipped. Otherwise, the NF service producer forwards the token to the NRF for verification.
5. NRF to NF service producer: Token Verification Response. 

The NRF verifies the token, and if valid, returns a verification result to the NF service producer.

6. NF service producer to NF service consumer: NF Service Response.

If token is verified successfully and the NF service Request is consistent with the information in the token, NF service producer executes the requested service and response to NF service consumer.
Editor’s Note: Parameters of the messages and parameters in the token are FFS. 

Editor’s Note: How to compute and verify the credential included in the token is FFS.
Editor’s Note: The authorization in roaming scenario is FFS.
4.3.1.3 Evaluation

4.4 Conclusion
Editor’s Note: The subclause is used to conclude real issues identified and selected solutions  which needs to move into TS 33.501
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